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Cybercrimes
inthe
Digital Age



TheModern
Cybercrime
Landscape
Understanding the scale, impact, and evolution of cyber threats in

India

2024-2025 Data & Trends



ButWhy?
Greed& FOMO

Because 25%monthly returns is totally normal. Banks are just jealous of your Telegram investment guru.

He said ‘double yourmoney in 24 hours’. My FD said ‘6.5% in a year’. Obviously, the Bankwas lying.

Tech Illiteracy: Link said ‘Track your parcel’. I clicked. Nowmy bank account is tracking his new iPhone.

On Romance/Digital

Shewas a Russianmodel stuck atMumbai airport. I sent ₹2L for customs. True love has transaction fees.
Inspector on Skype said I’m in amoney laundering case. The uniformwas pixelated, but the fearwas HD.

OnOverconfidence

I’m a CA. I can’t be scammed. Also, I just sharedmyOTP to ‘unblock’ my GST portal.

We run SOC 24x7. Except between 2-4 PMwhenwe click on ‘Bonus.pdf.exe’.

Internal controls are robust. It’s the human firewall that has ‘allow all’ settings.



The Scale of the Problem

India's CybercrimeCrisis: By theNumbers

Total Cases Reported (2025)

28.15 Lakh
24% increase from 22.68 lakh in 2024

Financial Losses (2025)₹22,495Cr
Slightly down from ₹22,845 Cr in 2024 due to fund-blocking interventions

UPI Fraud Surge₹1,087Cr
Lost in FY24 (85% YoY increase) • 13.42 lakh cases

Distribution of Major Cyber Frauds (2025)

Key Insight: Despite increased awareness, cybercriminals are becoming more sophisticated. 95% of security breaches occur due to human error—making employee awareness the

critical defense layer.



THE LANDSCAPE

Cybercrime in India& Telangana: 2024-2025

National CybercrimeTrends 28.15L
Cases in 2025

24% increase from 2024

₹22,495Cr
Financial Loss 2025

76% from investment fraud

Top3
Telangana Ranking

Among highest cybercrime states

Amount Lost
Hyderabad - 26 May

70. 20 Cr

Amount Recovered

₹3.41Cr
Trading Fraud

₹48.51Cr
A

Matrimonial +
Honet Trap+
Dating

20.Cr



Financial Threats

Financial Frauds: Investment, Loan & UPI Scams

Investment Scams

76%
of total cybercrime financial losses

Fake Stock Platforms: Promising high returns with
professional-looking apps

Ponzi Schemes: "Guaranteed" returns that collapse
suddenly

Crypto Traps: Fake exchanges and investment groups on
Telegram/WhatsApp

Red Flag: "Too good to be true" returns, pressure to
recruit others, unregistered platforms

LoanAppFrauds

30-200%
Annual interest rates charged

Instant Approval Traps: "5-minute loan approval" with
hidden fees

Data Harvesting: Apps demand Aadhaar, PAN, contacts,
photos

Blackmail & Harassment: Threats to share data with
contacts if unpaid

Red Flag: APK downloads outside Play Store, excessive
permissions, no RBI registration

UPI Frauds

₹1,087 Cr
Lost in FY24 • 13.42 lakh cases

Fake Customer Care: Calls claiming UPI issues
requesting remote access

Collect Request Scams: "Approve this request to receive
money" (actually sends money)

QR Code Frauds: Scammers share QR codes to

"receive" payments

Red Flag: Requests to "verify" by entering UPI PIN,
remote access apps, unsolicited collect requests

Defense Strategy:Use only RBI-registered lenders, verify apps on Play Store, never share UPI PIN, enable transaction alerts, verify customer care numbers independently.



Personal Security

YourDigital Footprint: The Invisible Trail

What is a Digital Footprint?

Every online action—social media posts, website visits, app usage, form submissions—

creates traceable data that forms your digital identity.

Active
Data you intentionally share: posts,

comments, profile info

Passive
Data collected without your knowledge:

browsing history, location, device info

HowCybercriminals Exploit It

1 Social Engineering: Scammers study your interests, connections, and activities to

craft personalized attacks

2
PasswordGuessing: Personal info (birthdays, pet names) used to crack passwords

3
Impersonation:Details fromyour profile used to impersonate you or your contacts

Minimize Your Exposure

ReviewPrivacy Settings

Limit who can see your posts and personal information on all platforms

PracticeData Minimization
Share only what's necessary. Avoid oversharing location, travel plans, or personal

details

RegularDigital Audits

Google yourself quarterly. Remove outdated or excessive personal information

Use Separate Email Addresses

Keep work, personal, and shopping accounts separate

Enable Two-Factor Authentication

Add an extra layer of security to all critical accounts

Remember:Once data is online, it can be archived, shared, and exploited even after deletion. Think before you post.



Chapter Three

AI-Powered
EmergingThreats
The next generation of cyber attacks leveraging artificial intelligence

Deepfakes • Executive Spoofing • AI Phishing



Technical Attack Vectors

Technical Threats: APK, OTP & SIM-Swap Attacks

APK File Scams

Malicious Android apps distributed outside official stores, bypassing security screening.

BankingMalware

Intercepts SMS, OTPs, banking credentials

Fake Government Apps

"8th Pay Commission Calculator" scams

Warning Signs: APK links in messages, requests to disable security, excessive permissions, apps not on Play Store

OTP Fraud& 2FA Bypass

Social Engineering: Scammers extract OTPs by creating urgency or impersonating officials

Real-TimePhishing: Fake login pages that forwardOTPs to attackers instantly

SIM-Swap:Hijacking your phone number to receive all OTPs and calls

SIM-Swap & eSIM Fraud

How ItWorks:

1. Fraudster obtains personal details

2. Contacts telecom provider

3. Convinces them to port number

4.Receives all OTPs and calls

5. Empties bank accounts

Warning: Sudden loss ofmobile signal

Action: Contact bank immediately

Device Security Best Practices
Install apps only fromPlay Store/App Store

Review app permissions carefully

Keep OS and apps updated

Use mobile security software

Enable app verification

Golden Rule: Never share OTPs with anyone—legitimate banks, government agencies, or companies will NEVER ask for your OTP, PIN, or passwords.



Next-Generation Attacks

Deepfakes& AI-Driven Cyber Attacks

DeepfakeVoice/Video Impersonation

AI-generated synthetic media that convincingly replicates a person's voice, face, andmannerisms in real-time.

Real Case Study: Hong Kong Engineering Firm

$25Million
Stolen via deepfake video conference where attackers impersonated the CFO and colleagues using AI-generated videos

Executive Spoofing: Fake CEO/CFO calls authorizing urgent wire transfers

Fraudulent Approvals:Deepfake videos approving transactions or policy changes

Identity Theft: Creating fake profiles using synthesized biometric data

AI-Generated Phishing Emails

Hyper-Personalization: AI analyzes targets to craft emails referencing colleagues, projects, recent activities

Perfect Grammar: No more telltale signs like spelling errors or awkward phrasing

Context Awareness: Emails timedwith business events, deadlines, or company news

Account TakeoverAttacks

Credential Sources:

• Dark webmarketplaces

• Previous data breaches

• Phishing campaigns

• Keyloggers & malware

AutomatedTesting: AI tools test stolen credentials across thousands of sites

Credential Stuffing: Using leaked username/password combinations

Detection Challenges

• Real-time deepfakes are nearly indistinguishable

• AI phishing bypasses traditional filters

• Attacks scale automatically

• Human verification becomes critical

Defense Protocols
Verify unusual requests via separate channel

Use secret verification questions

Implement multi-person approval for large transfers



Stay Safe

Protection& ReportingMechanisms

Core Defense Principles

Verify, Don't Trust

Independently verify all requests through official channels

Never Share Sensitive Info

OTPs, PINs, passwords, UPI credentials are for your eyes only

Use Official App StoresOnly

Never install APKs from links or unknown sources

Enable All Security Features

Transaction alerts, MFA, strong unique passwords

WhyJustbepartof NationBuildingWhenyoucanSecure It too

Upskill – Cybersecurity, Governance, Ethical Hacking,

Certifications – CEH, CISA, CISSP

Learning – Institutes/Online

Forums– ISACA, ISC2,NULL

Volunteer–TGCSB, I4C, SCSC,HCSC

Sanchar Saathi - Chakshu

Report suspected fraud SMS/WhatsApp at sancharsaathi.gov.in

Time is Critical
Report fraudwithin the first hour formaximum recovery chances

1930
Save this number now



Stay Safe, Stay Aware
Your awareness is your best defense against cyber threats

ThinkBeforeYou Click
Verify links, emails, and requests

before taking action

VerifyBeforeYouTrust
Independently confirm identities and

requests

Report Immediately
Don't hesitate to seek help if you

suspect a crime

Helpline

1930
Website

cybercrime.gov.in

Remember: Cybersecurity is everyone's responsibility

Protect Yourself • Protect Your Family • Protect Your Community



From Data to Decisions
How GST as a transformational tax reforms shapes the economy!

Presentation by:
Shri Shikhar Pant
23 th May 2026



Agenda

1. Pre-GST Era

2.The GST Revolution

3.GSTN as Digital Public Infrastructure

4.GST as a transformational tax reform

5.GST towards data driven policy making



GST is the biggest and most transformative milestone for taxation
in India yet, with consequences far beyond taxation!

Compliance Certainty Inclusiveness Stakeholder Confidence



The Pre-GST Era: A Landscape of High Friction & Complexity (1/2)



The Pre-GST Era: A Landscape of High Friction & Complexity (2/2)

The 101st Constitutional Amendment introduced Articles 246A and 279A , creating the dual GST structure and the GST Council.



The GST Revolution!



i. Reform Vision: "One Nation, One Market" with seamless credit flow.

ii. GST Introduction: Rolled out in July 2017 to unify the tax system.

iii. Need for Tech Backbone: Essential to manage pan-India credit
flow, compliance and manage single indirect tax interface.

iv. GST System: Built to enable automation and real-time compliance.

v. GSTN Creation: Established as a Special Purpose Vehicle (SPV)
jointly owned by Centre and States.

vi. Role of GSTN: Operates as a Tax Technology Digital Public
Infrastructure (DPI) enabling GST operations across India.

Birth of GST and GST System

Multiple Tax
Systems

Birth of GST and GSTN

Technology



The GST Design: Uniquely Indian !



Indian Innovation: IGST Ensuring Seamless Flow of Credit Across Boundaries

Origin state: A
Maharashtra

Destination State: B
Karnataka

 GST is collected on supply
‘S’

 ITC of tax paid on ‘S’ is
used for payment of GST
on further supplies

IGST

 Destination
based tax
belongs to
Karnataka

How would GST amount move from ‘A’ to ‘B’

State
Boundary

 Utilisation of ITC means
payment of lesser tax in
cash to State B.

 So ‘B’ should get the
amount from State A

IGST: Key Points

Tailored to India's federal
structure

Integrates state and central
taxes, respects state

autonomy

Potential model for other
federations

Automatic Settlement at the
end of month

Remarkable achievement in
pursuit of One Nation One

Tax One Market

 Similar model between nations would be challenging to implement.
 For controlling cross border VAT loss, invoice information exchange is critical.
 One innovative idea can be – for exporting country to pay VAT refund on export after collection of VAT in the importing country.



The GST Revolution: From 36 Portals to One Digital Foundation



The Digital Foundation: A Fully Automated GST Ecosystem



GST: Powerhouse of Data



Key Statistics (As on 31stMarch 2026 Return Period)
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GST Ecosystem in Numbers (As on 30th April 2026)

1.64 Cr.
Registered Taxpayers

43.51 Lakh
Highest Returns

Transactions in a day

14.96 Lakh
Highest Payment

Transactions in a day

764.49 Cr.*
E-way Bill

~46.52 Cr*
Total No. of Payment

Transactions

107.64 Lakh
Cr.*

Payment Through the
Portal

2,848 Cr.*
Total Invoice Upload

187.56 Cr*
Total Returns Filed

* Cumulative figure



GSTN: Digital Public Infrastructure



4. GSTN’s Origin & Formation (2010-2012)

GSTN Formation Timeline

2010 (Early)
Need for robust IT system discussed in 4th meeting of Empowered
Committee (EC) of State Finance Ministers

2010 (Mid)
Empowered Group (EG) on IT Infrastructure formed under Dr.
Nandan Nilekani

March 2010
TAGUP recommended National Information Utilities (NIUs) with public
purpose

2010-2011
EG recommended SPV creation with 49% government equity (Centre
24.5%, States 24.5%)

October 2011
Empowered Committee endorsed the recommendations for GSTN
formation

April 2012
Union Government approved SPV creation with ₹315 Cr initial funding
for 3 years

Background & Leadership
Initial Discussion

Need for a robust IT system was first discussed in the 4th meeting of the
Empowered Committee (EC) in 2010, recognizing the complexity of
integrating multiple tax systems.

Leadership
An Empowered Group (EG) on IT Infrastructure was formed under the
leadership of Dr Nandan Nilekani to develop recommendations for the
GST system architecture

Key Recommendations & Approvals
SPV Creation

The Empowered Group recommended creating a Special Purpose Vehicle
(SPV) named GSTN to build and operate the common GST portal.

Equity Structure

Government: 49% (Centre 24.5%, States 24.5%)

Private Institutions: 51%



Goods and Services Tax Network (GSTN)-Role
Technology Backbone For GST In India

GSTN is the premierNational
Information Utility (NIU)

providing the technology backbone
for indirect taxation in India.Critical National

Information
Infrastructure

Indirect Taxation
Platform Unified Interface

Stakeholder
Services

Integrated System Robust IT
Backbone Front Office

for
Taxpayers

Back Office
for Tax
Officers





GST System: Design Principles & Development Methodology

Seamless replacement and
minimal system
disruption is allowed. Stable performance is ensured

under increasing loads.Scalability

Catering to both high
and low volume users.

Loosely
Coupled

Components

Modular development and
faster updates are enabled.

Interoperability DC-DR

Managed service provider
model for system
operation.

Zero data loss and verifiable
audit trails are ensured.

Secure and efficient
external data exchange
is ensured.

Microservices
ArchitectureMSPModel

Agile
Methodology

User-Friendly
Interface

Rapid and responsive software
development is adopted.



GST System: Tech Overview

Leading e-CommOperator



GST Suvidha Provider (GSPs)

Enable third-party service providers
to offer value-added services for GST
compliance.

Secure API Exposure via MPLS
Network

Seamless ERP Integration

Support for Market-based Solutions

Multiple Channels for Return Filing



GST IT Strategy – Information Flow

Harmonization of Business Processes
and Formats

Autonomy of Back-end Systems of States
and Centre

Back End



GST Portal: Front Office (FO-Taxpayer)



GST System: Features in Front Office

Allows access to GSTR
forms and import BE

Provides certificates and API access

Seamless FO Integration Grievance Redressal

Taxpayer Needs

Integrates front and back office systems
Offers help desk and self-help portals

Workflow Automation

Flexible Role Allocation

Statutory ConformityAutomates tax processes
Ensures demand, recovery, and enforcement

Case Management System

Facilitates registration, refunds, and appealsEnsures timely tax actions

Taxpayer EducationManages tax cases efficiently

GST Services

Streamlines return
filing and tax payments

Conducts webinars and provides manuals

Nudging

Time-bound Actions

Taxpayer Compliance

Tracking
Sends reminders and deadlines Monitors refunds and registration status

Empowerment Updates
Offers dashboards and offline tools

View & Download
Sends alerts and notifications

Assigns roles based on needs



GST Portal: Back Office (BO)

Case
Management

System

Salient Features of Back Office

Time-bound
Actions

Workflow
Automation

Seamless FO
Integration

Flexible Role
Allocation

65 K*
Reg. Tax Officers

45 K*
Active Tax Officers

*Approximate Data



Back Office (BO-Tax Officer): Features

* Initially, States, UTs, and the Centre could either use GSTN’s back-office (Model-2) or build their own
via GSTN APIs. Most built their own, but gradually all migrated to GSTN’s back-office for uniformity and
ease.

Consolidated Taxpayer Data & Role Based Access

36 States/UTs using Uniform Model-2 BO Interface

Pre-created Data Analytics

API Access for Raw Data

Comprehensive Help Section

Dedicated Officer Helpdesk

*Map not to Scale



Seamless Integration & Auto population in GST

Pre-filled Return/ Invoice
matching tool

Efficiency at its peak with 180
million e-Invoices processed
monthly.

80 million E-Way Bill
processed monthly.

B2B e-Invoice data auto-
populated hourly for all
taxpayers.

SMS based NIL filing

E-invoicing
Invoice

Management System
(IMS)

E-Way Bill
Data Auto
Population

Biometric Aadhaar
Authentication

Account Aggregator
Framework

Validations

Automations

Facilitation

i. System-Based Validations: Reducing manual
errors and enhancing compliance accuracy.

ii. Integration with Third-Party Data: Leveraging
external data for comprehensive risk assessment
and analytics.

iii. Improved Compliance: Achieving over 90%
filing rates, setting a benchmark for international
standards.

Key Benefits



e-Invoicing
in India

200 Million
B2B e-Invoices are processed /Month

GST System
De-duplication Check
Auto GSTR-1 Filing

IRP System
Generate IRN & QR
6 IRPs

Seller

Generate e-Invoice
Digital Signature

Applicability
B2B transactions only.

Three-corner model
Taxpayer, IRP, and GST System.

Adoption
B2B e-Invoicing has matured in India.

B2C e-Invoicing
India plans to launch it in voluntary mode in near

future



GST as a transformational tax reform!



GST is transformative (1/4)
Benefits for Common Person, Taxpayers and Governments

Revenue
augmentation

due to fixing the
leakages

Level playing
field for all
Taxpayers

Free movement
of products and
services across

the country

All Indirect Taxes
under one
umbrella

Fewer
Compliances

Customer is the
beneficiary of

increased
competition

Helped reducing
prices of various

products and
services



GST is transformative (2/4)



GST is transformative (3/4)



GST towards data driven policy making and transforming
the economy!

GST is transformative (4/4)



Pre-GST Rollout: data based foundations



27th Meeting of GST Council held on 04.05.2018



Agenda to GST Council 27th Meeting held on 04.05.2018



GST System: Tax Administrations Need BI & Fraud Analytics

Enhanced Revenue Collection
Identify underpayments and tax gaps

Compliance Improvement
Encourage voluntary compliance

Real-time Monitoring
Track GST ecosystem trends

Resource Optimisation
Allocate staff and resources efficiently

 Policy Insights
Inform decisions with data-driven insights

 Fraud Detection
Uncover complex fraud scheme

Risk Assessment & Intervention
Prioritise high-risk taxpayers for audits

 Inter-State Analysis
Detect IGST frauds and mismatches

Artificial Intelligence and
Machine Learning (AIML)

algorithm based

Rule based and feedback on
modus operandi prevalent in

the field

Network Graph based visualization for
holistic view of value chain

(ITC/Refunds)



Business Intelligence and Fraud Analytics (BIFA): Benefits

Unified Analytical Platform: 360° view
of taxpayer data through integrated returns,
e-invoices, registration, and payments.

Effective Enforcement Support: Helps
detect tax evasion; widely used by agencies
to flag red alerts and generate leads.

Centralized Data & Compute: Single
source of truth with scalable compute for
real-time, system-wide analytics.

Secure & Controlled Access:
Restricted data access ensures privacy,
security, and audit readiness.

Risk-Based Decision Making:
Flags only high-risk taxpayers,
reducing unnecessary interventions.

Dynamic Risk Scoring: Generates
internal risk scores to guide audits and
compliance actions.



30th Meeting of GST Council held on 28.09.2018



30th Meeting of GST Council held on 28.09.2018



System-Based Nudging in GST: A Case Study on GSTR-1 vs GSTR-3B Differences

The Problem
 There was a recurring mismatch between the liability declared in:

i. GSTR-1 (outward supply statement)
ii. GSTR-3B (summary return filed by the taxpayer)

This mismatch indicated that some taxpayers were under-reporting
their liabilities in GSTR-3B compared to what they declared in GSTR-1.

The Solution: System Nudging
 GSTN designed an automated mechanism where the system:

i. Detected mismatches between GSTR-1 and GSTR-3B
ii. Sent system-generated messages to taxpayers

Nudged them to:
i. Explain the difference, or
ii. Pay the differential amount



92%

8%

Difference Explained or Cash Paid

Pending for processing

System-Based Nudging in GST: A Case Study on GSTR-1 vs GSTR-3B Differences

Why This Matters

Better Self-Compliance → Taxpayers fix errors
on their own.

🔍 Reduced Manual Notices → Saves time and
effort for tax officers.

👥 Win-Win → Easier compliance for taxpayers,
cleaner data for the administration.



37th Meeting of GST Council held on 20.09.2019



Registration

1. AADHAAR authentication

2. Face/ Biometric authentication

3. Risk score

4. Integration with third-party data

5. Bank Account Validation

Returns

1. Identification of risky dealers

2. Auto population of Returns

3. Sequential filing of Returns

4. Automated suspensions

5. Automated self-compliance

6. Reports & other analytics

Compliance and Risk Assessment



Auto Population

Auto population of
Returns and sequential

filing

Auto Suspension

Automated suspension
for non-compliance and

reactivation on
completing compliance

Self-Compliance

Automated self-compliance
in cases of differences in

Liability

IMS

Invoice Management
System (IMS) for

Accept / Reject / Keep
Pending functionality

From Data to Decisions : Returns



GST Data Sharing Policy 48th GST Council Meeting



48th Meeting of GST Council held on 17.12.2022



52nd Meeting of GST Council held on 07.10.2023



49th Meeting of GST Council held on 18.02.2023



“GST 2.0” technology-driven compliance architecture





From Data to Decisions



From Data to Decisions



Key Takeaway!





THANK YOU!!


