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Introduction



India's Smartphone Growth
● The smartphone sector in India is set to surpass 

one billion users in 2026 and anticipated to 

surge to 1.55 billion by 2040. 

● This expansion highlights the widespread 

impact of smartphones, particularly in rapidly 

developing countries like India.

● Endpoints become vulnerable to various threats, 

including attacks and data breaches, due to 

exposure to unknown applications and networks
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Mobile Applications Dominate the 

Country's Mobile Space

Rise of Malicious Mobile Apps 

Amidst Large Scale Evolution



Our complete Personal 
Sensitive Information is 
carried by our 
smartphones
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Some Use Cases & Recent Attacks











Goldoson
● Goldoson is an Android adware integrated into a third-party library used 

unknowingly by legitimate app developers
● It was found in over 60 apps with a cumulative download count exceeding 100 

million globally, including well-known apps
● Goldoson collects sensitive information, including: 

○ List of installed apps
○ GPS location history
○ Data from WiFi and Bluetooth-connected devices

● Collected data is sent to a remote server every two days for processing



Threat Modelling of Mobile Applications



Threat Modelling of a Mobile Application
● Threat modeling is a structured approach used in security analysis to identify, 

evaluate, and address potential threats and vulnerabilities in an application, 

system, or infrastructure before they can be exploited.

● When it comes to a mobile application, threat modeling can help identify 

potential vulnerabilities and design flaws, and determine the appropriate 

security controls to protect against them.



Typical Mobile Application Behaviour



Network Based Third-Party



User Installed Malware



Malicious File Exploiting Vulnerabilities



Malicious User



Third parties in the proximity



Summary of Threats



Protection Measures

● Download apps only from official app stores like Google Play Store 

● Regularly update software to install critical security patches. 

● Monitor account activity. 

● Ignore installation prompts from untrusted sources.

● Google Play Protect should be enabled on Android device.

● Do not check "Untrusted Sources" checkbox to install side loaded apps.



Critical Features of your mobile

● Messaging – OTP , password reset codes etc.,
● Camera
● Microphone
● Gallery 
● Contacts
● Location

Regularly Monitor the permissions of critical 
features in your mobile



Monitor Permissions

● Settings - Apps



Monitor Permissions

Based on App functionality we  should be able to 
analyze if these permissions are necessary for 

the app or not



Monitor Permissions



Monitor all critical permissions 
at one place● Permission Manager



Warning sign

● If OTP is filled automatically by your application while performing any 
transaction or filling any page, it means that the app is having permissions to 
read your SMS automatically.

● If in your browser without entering your credentials, you are able to see the 
logged in state of website, it means you browser saved your credentials



OTP Autofill looks like



Removal of SMS 
permission 



Installing Apps

● Advertisements could be one of the medium to bring malware to your mobiles 
or steal personal information

● Sometimes, App download page itself states that it contains advertisements or 
you can see the reviews to know if it contains advertisements

● Reviews also can help understand Good and Bad about apps

Avoid installing apps which contains advertisements 
and read reviews before installing



Installing Apps

● Search in stores can lead to malicious/phishing apps.

● For apps related to payment, banking , social networking etc., prefer to 
download app from company owned website rather than searching in the 
stores.



Example – search for PNB 
banking app



Example - Link from Original Bank 
website



Unused  Apps

● Monitor your mobile for unused apps – 
Look in play store by sorting with Last 
used to know which apps were not 
used by you since long time.



Updated Operating System and 
Apps

● Ensure your anti-virus and operating 
system are always updated

● Settings -> Software Update

Ensure Auto Updates are enabled  for OS, Apps 
and Anti-Virus



Safe Mobile Usage - Recap

1. Regularly Monitor the permissions of critical features of your mobile

2. Avoid installing apps which contains advertisements and read reviews before 
installing

3. Download apps from genuine link 

4. Ensure Auto Updates are enabled  for OS, Apps and Anti-Virus 



Tips for your daily practice

1. Turn OFF Bluetooth and WiFi when not in use

2. Set time limit and Lock mobile automatically when not in use

3. Prefer PIN/ finger print / face recognition locks as supported by your mobile. 

4. Pattern lock are to be avoided -  beware of shoulder surfing , screen reading.

5. Track your mobile for unnecessary and unused apps



How to protect your Smart 
Phones

● Always update your devices with the latest software
● Especially, install all security patches provided by the  OEMs to patch various 

security threats
● Never visit any shady websites by clicking on the links  you have received over 

SMS, Whatsapp or by any  other means
● Never install apps or software from unfamiliar  publishers or from third-party 

app-stores
● Never use public WiFi hotspots for performing critical  transactions



Signs of Infected Device
● Device overheating

● Rapid battery drainage

● Excessive internet usage without active apps running





Call  ☎ 1930 (Helpline 
number) 
to register any 
complaint about 
cybercrime.

You can also file your 
complaint 📝  online 
through 
www.cybercrime.gov.i
n 

You can also file 
your complaint at 
the nearest police 
station
 👮 









Social Media Security



Privacy Setting Weaknesses
Many users are unaware of the privacy settings on social media platforms, or 
they may not fully understand how their data is being used.
This can lead to unintentional exposure of personal information and increased 
vulnerability to threats. 



 Hacking and Account 
Takeovers:

Social media accounts are frequently targeted by hackers who aim to steal 
personal information or spread malware. 
Attackers may use stolen credentials or phishing techniques to gain 
unauthorized access to accounts. 



Cyberbullying and 
Harassment:

Social media can be a platform for cyberbullying, harassment, and online 
stalking. 
Attackers can use social media to spread rumors, share private information, or 
send threatening messages.



Facebook 
● Set post visibility to “Friends” or “Only Me.”

● Hide your email, phone, and birthday from your profile.

● Disable face recognition and limit app access.

To review privacy settings:
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