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Digital avenues facilitated as banking channels for banks and customers , at the same time the cyber incidents have grown exponentially 3

IMF – Global Financial Stability Report (GSFR) Threat Landscape



4FSR June 2024 Issue – Social engineering definition and cyber maturity of different types of SEs

Overall picture of cyber incidents reported by SCBs, UCBs and NBFCs
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Risks related to emerging technologies - FSR December 2024



Critical Risk Areas identified during ITE
• IT Governance

• Inadequate Budget Utilization
• Not comprehensively highlighting risk indicators /posture to Executive / Board Committees
• Inadequate manpower in IS function.

• Data Governance
• Lack of comprehensive Data Leak Prevention (DLP)strategy and processes

• Business Continuity and DR Drills
• Non-conduct of DR drills for critical applications
• Ineffective backup and restoration testing

• Capacity Management
• The absence of a process to perform load testing, stress

testing and capacity testing for public facing applications
prior to their deployment

• Fraud Risk Management
• Critical Applications not integrated with FRM

• Change and Vulnerability Management
• Deficiencies in conducting security risk assessment of

major changes
• No Review of changes after implementation.
• Delay in remediating vulnerabilities.

• Vendor Risk Management
• Inadequate onboarding checks for vendors.
• Lack of timely review of the vendor risk assessment

framework
• Network Security including SOC

• Inadequacies in network segmentation.
• Use of vulnerable protocols such as Remote Desktop

Protocol(RDP), PowerShell.
• IS Audit

• Prolonged delays in addressing critical IS audit
observations.

• Lack of requisite resources or skillsets for IS Audit
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Regulation and compliance Perspectives
Cyber Security Risk Governance
• User Access Management
• Network Security
• SOC & SIEM
• DB Security & DAM
• BCP/DR
• Fraud Risk Monitoring
• Cloud Security/ ATM Security/ Vendor Risk Management
• Capacity Management/ Inventory Management
• Non-Compliance to MDs
• Secure Configuration/ Patch Management / VAPT
• Advanced Real-time Threat Defense and Management/ Data Loss prevention
• Application Security Life Cycle- ASLC
• IS Audit

Regulation and compliance Perspectives



Practical Instance highlighting the role of IS Audit in Fraud Prevention

• Audit of Reconciliation process before making application live, based on which the frauds could have beenprevented.
• One of the commercial bank lost approx. a two digit amount in crores of rupees, primarily considered due tonot conducting thorough reconciliation implementation in a variant of UPI application rollout.
• One of the NBFC lost close to a two digit amount in crores of rupees (in less than 48 hours), primarilyconsidered due to series of API related control weakness and conducting of reconciliation on T+2 basis.
• One NBFC lost money in a single digit of crores of rupees primarily due to vendor due diligence and otheroversight weaknesses
• Fraud could be averted/loss minimized, if the IS Audit vertical (as third independent defense line) wasinvolved before role out of new applications and ensuring that recon is conducted on real-time or near real-time basis.
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Gaps in conduct of IS Audit
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1. IS audit team was not looped in before new applications going live and before the critical
applications undergoing major changes, as a result, Pre-Implementation audit was not performed
by the IS audit team for the applications.

2. Actual posture of the IS audit findings was not projected/showcased to the Audit Committee of the
Board and ACB’s directions on the closure of the pendency of the findings was not maintained.

3. In some of the cases, VAPT was also performed/led by the IS audit team, whereas the IS audit team
shall oversee the efficiency and pendency of the VAPT carried out by the Information Security
team.

4. Periodic coverage of the IS audit (for the applications) based on the Audit calendar was not
followed.

5. Huge pendency in closure of IS Audit observations beyond TAT defined (sometimes, we see
pendency dating back 2 years too).

6. Limited strength of IS Audit team.
7. In-experienced members in IS Audit team



Transformation of IS Audit in BFSI
Evolving Risk Landscape
BFSI sector faces new risks like cyber threats, financialcrime, and regulatory changes, demanding advancedaudit approaches.
Real-Time Audit Requirements
Modern financial systems require continuous, real-timeaudit oversight due to fast transactions and cloudinfrastructures.
Regulatory Expansion and Data Protection
Laws like DPDP Act expand IS Audit roles to include dataprotection, consent management, and breachgovernance.
Continuous Assurance Evolution
IS Audit is evolving into a continuous assurance functionintegrating AI, cloud, and emerging quantum riskmanagement.

Need for Transformation
Technological Acceleration Impact
Rapid technological changes require IS Audit to adapt fromstatic checks to real-time monitoring to manage emergingvulnerabilities.
Regulatory and Governance Evolution
New regulations like the DPDP Act demand stronger datagovernance, including data localization and breachnotification frameworks.
Shift to Systemic Resilience
IS Audit must move from compliance to systemic resilience,embedding continuous assurance into financialarchitectures.
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Regulatory Evolution

Shift to Operational Resilience
Regulators emphasize proactive frameworks focusing on operational resilience over retrospective complianceto strengthen institutions.
RBI and EU Regulatory Updates
India's RBI and EU’s DORA regulations set standards for IT governance and critical service continuity amidtechnology disruptions.
Expanded IS Audit Responsibilities
IS Audit now requires deeper evaluation of real-time controls, vendor risks, and readiness for cyber incidents.
Adapting to Evolving Regulations
IS Audit teams must enhance technical skills and employ forward-looking methods to maintain compliance andeffectiveness.
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Compliance to Resilience

Limitations of Traditional Compliance
Traditional audits focus on policy verification and historical logs, which fail to address dynamic threatseffectively.
Resilience-Oriented Auditing
Auditing now tests real incident responses, including failover, response times, and real-time detectioncapabilities.
Compliance–Resilience Gap
Many organizations meet compliance on paper but lack tested controls under real conditions, creating a criticalgap.
Evolving Audit Responsibilities
IS Auditors must validate incident response, stress-test controls, and ensure anomaly detection for robustassurance.
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Matrix Structure to ensure Effective comprehensive IS Audit
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Business Applications Security Solutions
CBS IB MB UPI DLA SIEM/SOC DLP DAM NBAD Firewall

BCP (DR Drill) Yes Yes Yes Yes Yes Yes Yes Yes Yes YesBackup & Restoration Yes Yes Yes Yes Yes Yes Yes Yes Yes YesCapacity Management Yes Yes Yes Yes Yes Yes Yes Yes Yes YesPatch Management Yes Yes Yes Yes Yes Yes Yes Yes Yes YesRule/Policy Review Yes Yes Yes Yes YesSecure Configuration/Hardening Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Application Monitoring Yes Yes Yes Yes YesVA/PT Yes Yes Yes Yes YesReconciliation of Transactions Yes Yes Yes Yes YesSOP Maintenance Yes Yes Yes Yes Yes Yes Yes Yes Yes YesGovernance (Roles/Responsibilities across teams) Yes Yes Yes Yes Yes Yes Yes Yes Yes YesVendor Risk Management Yes Yes Yes Yes Yes Yes Yes Yes Yes YesRegulatory Compliance Yes Yes Yes Yes Yes Yes Yes Yes Yes YesKRI/KPI Reporting to Top Management Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Cloud Security Yes Yes Yes Yes Yes Yes Yes Yes Yes YesChange Management Yes Yes Yes Yes Yes Yes Yes Yes Yes YesUser Access Management Yes Yes Yes Yes Yes Yes Yes Yes Yes YesDPDP Act Yes Yes Yes Yes Yes Yes Yes Yes Yes YesInventory Management Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes



Auditing Emerging Technologies
AI Models
• The OWASP Top 10 for LLM Applications is the definitive framework forunderstanding security risks in modern AI agentic world.
• IS Auditor role is to ensure that all AI workflows or AI Agents are properlytested against these Top 10 vulnerabilities before making the agents live.
• Use the latest OWASP Top 10 lists that will released every year to validatethe AI applications.
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Role of IS Audit in DPDP Rule Implementation
Role of Auditor in implementation and sustenance of compliance to ‘Rule 6’
1) Ensure implementation of Aadhar Data Vault.
2) Ensure clear definition of PII data fields in policy.
3) Ensure that PII data fields are masked/encrypted at Database level.
4) Implement Security tools related to Data Security like DLP, DAM, DataClassification.
5) Ensure integration of DLP, DAM solution logs to SIEM and creatingappropriate rules at SIEM.
6) Data backups & Restoration testing
7) Apart from these specific Data security controls, controls atPerimeter/Network, End-point, Applications etc needs to be ensured.
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Strategic Summary
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• Increasing the strength of IS Audit team- quality and quantity
• Continuous IS Audit
• Technological Integration
• Developing expertise among IS Audit team members across coresecurity domains like Application Security Testing, NetworkSecurity, Cloud Security, Container Security, API security, DatabaseSecurity, AI/ML deployments etc.
• Strategic Assurance Role



Thank you
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About me (“the presenter”)

CA Vishal Saraswat

• Having an overall 19+ years of experience in risk management, information
systems and cyber security audits, data analytics, vulnerability management.
• Worked as Head - IS Audit for four years in ICICI Bank (till March 2026)
• Currently responsible for Vulnerability Management of ICICI Bank and its international
banking subsidiaries.

• Qualification and certification: CA, CISSP, CISA, CCSP, CCSK, CEH, CNSS, ISO-
27001, Independent Director, SAS, Python, etc.

• Currently persuing MCA (Masters in Computer Application)

CA – Chartered Accountant
CISSP – Certified Information Systems Security Professional
CISA – Certified Information Systems Auditor 2

CCSP – Certified Cloud Security Professional
CISA – Certified Information Systems Auditor
CCSK – Certificate of Cloud Security Knowledge



Disclaimer:

Any views or opinions expressed as part of
this presentation are solely of the
presenter's and do not represent those
of ICICI Bank.



Agenda
A Few Qualities…

IS Audit: Coverage

Why IS audit looks complicated

Key expectations

Key challenges



Business
Understanding

Strong analytical
skills

Attention to detail

Risk correlation ability

Logical thinking /
Integrated thinking

Problem solving skills

Few key qualities…
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IS Audit coverage

Covered

Uncovered



Why IS Domain looks complicated

How to simplify
• Structured and logical thinking
• Avoid Ad-hoc understanding
• Join dots to understand complete
universe

• Apply common sense
• Clear understanding of risk and
controls environment

• Understand how security controls
works

• Enjoy Technology & Security



Single end-to-end package
• Risk Management
• Data Analytics
• Business Understanidng
• Technology
• Security & Data Privacy Technical and data driven

• Risk Based ITGC audits
• Application threat modelling
• Security controls weakness
• Security controls by-pass
• Using AI to perform audits

Agile audits / assessments
• Move out from process compliance
audit

• Application threat modelling
• Red Teaming Activity
• Focus on real risk
• Scenario based audits

Advisory / problem solving
• Regulatory guidelines implementation
• International Regulation
• Frameworks
• New Attack (Mythos)
• Software development

Key expectations
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Technical
Jargons

Industry
perception

Lack of interest from
members

Institute

• IS Audit Standard
• Technology &
Security coverage
• DISA
• CA

• Practical exposure
• Platform to skill
development

Members

• Understand in letter
and spirit

• Discussion technical
& security aspects

• Start working on
huge opportunity

• Work from today
• Continuous skill
development

Key challenges



Thank you



Where Technology Meets
Assurance

Evolving Practice Areas for the 

IS Auditor

CA. R. Vittal Raj



J U L Y  2 0 2 4

A single faulty cybersecurity update - No attacker or malware - froze the world.

8.5M
Microsoft devices crashed 
worldwide

$10B+
Estimated global economic loss

7,000
Delta flights cancelled in five days

Source: Microsoft, Parametrix, CrowdStrike PIR (2024)

Good News?? – Indian Banks were least 
affected! ………..Really??

“Critical systems of most Indian banks are not 
in cloud. Only a few banks were using the 

CrowdStrike tool.”



"Man stands in 
his own shadow 
and wonders 

why it's dark."
Zen



Did
IS Audit 
evolve?

When Computers met Banking..

When RBI started regulating IT Risk..

When Banks went Digital..

When Customers are demanding Digital Trust..
Are we 

assuring 
on 

Digital 
Trust?

Banking has gone Digital...Customers have gone 
digital…Regulators have gone Digital…. Have we 

matched instep…...



May 2026BSides Kerala5



Today we must audit the intelligence, the infrastructure, and the 

third parties that decide what the ledger says.

Assurance has moved from the back office to the engine room.

For three centuries we audited the ledger.

For thirty years we audited the logic behind the ledgers.



Why IS Auditors are now more Valuable than ever!

• Contextual thinking in complex environments
• When a LOS App denies loan to SMEs
• When an audit trail shouts that an AI agent did something 

technically correct but contextually wrong! But who is 
looking at audit trails and how many know how to read it?

• When an AI model gets confused in detecting an unknown 
unknown fraud pattern

• Regulatory Compliance is not only in letter but spirit
• A customer in genuine digital distress
• When dark patterns and shadow AI overrule digital trust 
• And now Mythos….
• Moving from auditing mere transactions to Design and OE !



Practice Areas that are already looking for you

01   AI & Algorithms – FREE-AI 02   Cloud & Concentration 03   Operational Resilience

04   Third-Party & Supply Chain 05   DPDP Assurance 06   Cyber Resilience

• the AI model(Policy in disguise) that sanctioned credit to an 
undeserving customers

• the code that fires autonomous entries and JVs failed
• the anti-virus(EDR) config that leaks sensitive data, alters files
• the super critical ‘insecure’ technology service provider who can 

bring down the bank
• the poorly configured cloud that has a sitting logic bomb! Took 

down 300 coop banks! NSE Algo Fraud!
• Poor DPDPA logic leaked PD and landed a Rs.200 cr. Penalty
• Digital banking books under permanent autonomous recon 



• Agentic AI & Domain specific LLMS - autonomous agents that 
decide, transact, reconcile, close transactions by themselves.

• BFSI dissolved into commerce platforms
• Open banking and Account Aggregator consent-driven rails.
• CBDC and programmable money 
• Quantum Risks and the scare of PQC and harvest-now-decrypt-

later attacks
• AI security and governance platforms for logic control
• Next level Deepfakes
• AI-native wearables and ambient voice-led banking

Whatever the Technology, Fundamental Audit Questions 
remain the same – Is it Trustworthy | Doing what it is 

supposed to do?| Not doing what it is not supposed to do|

The Future is not what it used to be!



B e f o r e  C l o s i n g

The tools change.

The question we are paid to answer does not.

Can we stand up to the trust in is?

Someone in every institution must have the standing, the skill, and the spine to say — not yet.

That someone is us!



Agentic AI — autonomous 
agents that transact, 

reconcile, decide.
Domain-specific LLMs for 

credit, KYC, treasury, 
compliance.

Embedded and invisible 
finance dissolved into 
commerce platforms.

Open banking and Account 
Aggregator consent-driven 

rails.
CBDC and programmable 
money — India's e-rupee 

scaling.
Post-quantum cryptography 
before harvest-now-decrypt-

later attacks.
Quantum computing for 

portfolios, risk, fraud, pricing.
AI security and governance 
platforms for agent control.

Deepfake-resistant 
biometrics and passwordless

identity verification.
AI-native wearables and 

ambient voice-led banking.

Agentic AI — autonomous 
agents that transact, 

reconcile, decide.
Domain-specific LLMs for 

credit, KYC, treasury, 
compliance.

Embedded and invisible 
finance dissolved into 
commerce platforms.

Open banking and Account 
Aggregator consent-driven 

rails.
CBDC and programmable 
money — India's e-rupee 

scaling.
Post-quantum cryptography 
before harvest-now-decrypt-

later attacks.
Quantum computing for 

portfolios, risk, fraud, pricing.
AI security and governance 
platforms for agent control.

Deepfake-resistant 
biometrics and passwordless

identity verification.
AI-native wearables and 

ambient voice-led banking.

Till you ride a bicycle, 
it seems 

complex & impossible!

Once you take the 
courage to try out, 

you start 
going places!

A CA armed 
with Business 
Technology 
Competence 
is the best IS 
Auditor! Take 
that leap 
today!



Your own Self-realization is 
the greatest service you 
can render the world !



Thank You !!!

R Vittal Raj, 

Kumar & Raj CAs

vittal@krca.in

Linkedin: r vittal raj





Securing the Digital Enterprise
–

Government Initiatives &
Perspective

Abhishek Solanki| ScientistIndian Computer Emergency Response Team (CERT-In)Ministry of Electronics and Information Technology (MeitY)



24X7X365 IR Operations
Guidelines|White papers

CVE Numbering Authority
Vulnerability
Notes/Alerts/Advisories

Cyber Security Assurance

Training

Forensic lab

Indian Computer Emergency
Response Team

Cyber Threat Intel (CTI)

National Cyber Coordination
Centre (NCCC)

CSK

About CERT-In
To serve as the national nodal agency to perform Cybersecurity
functions & services.
CERT-In is under the Ministry of Electronics and Information
Technology, Government of India.

CERT-In is involved with Responding to cyber attacks to minimize
Impact and reducing recovery time; proactive actions to minimize
the national vulnerability to cyber attacks; Capacity building &
enhancing cyber awareness among citizens; Provide Cyber security
quality assurance

Constituency: Indian Cyber Community

Vision: Proactive, Reactive & Assurance Services for securing
Indian cyber space

Mission: To enhance the security of India’s ICT infrastructure through proactive action and effective
collaboration

Botnet Cleaning &
Malware Analysis Center

International Collab –
MoU, WGs, Exercises
& Drills, Information
Exchange



CERT-In Journey: Technical Organisation for Incident
Response to Strategic Cyber Governance

In 2025, CERT-In handled
1 incident every 10
seconds

Year 2025- Issued over 5 alerts /
advisories / vulnerability notes per
day, reflecting large-scale national
cyber response capability.

237 empanelled
cybersecurity audit
organisations
strengthened Audit &
Assurance Ecosystem.

98% digital population covered
by Cyber Swachhta Kendra.
1,427 organisations
onboarded, and 89.55 lakh
malware removal tool
downloads.

Technical Risk -> Business
Risk, Capacity Building of
Board Members, Shifting
Right, Tactical and Strategic
Controls

Global – ANSSI, GGEF-
SBOM, WEF and Oxford for
AI-driven threat detection
and cyber resilience
leadership.



Working
Groups

Strategic &
Technical
Exercises

International
Cooperation

&
Collaboration

Industry
Engagements
Policy & MoC

Automated CTI
Exchange

Bilateral MoUs

Global
Forums

QUAD
G20
Counter Ransom Initiative (CRI)
UN OEWG

Forum of Incident Response & Security Teams
Asia-Pacific CERT

Task Force - CSIRT

Bilateral & Multilateral Drills: APCERT,
ACID, AfricaCERT, OIC
International Sector Specific Exercises
International: Synergy, Quantum, G20
drills

CERT-to-CERT
Bilateral &

Multilateral Level
Dialogue &
Information
Exchange

SDP (Secured Digital Payments) WG

Asia Pacific Drill WG

IoT Security WG

Tsubame WG

LebahNet WG



Snapshot of Activities and Incidents handled
Security Incidents Numbers
Vulnerable Services 9,41,592
Unauthorized NetworkScanning /Probing 4,47,720
Virus/ Malicious Code 1,84,131
Website Defacements 10,665
Website Intrusion & MalwarePropagation 1,045

Phishing 869
Others 6,895

Activities Numbers (January 2025
to December 2025)

Incidents handled 29,44,248
Security Alerts Issued 1530
Advisories Issued 65
Vulnerability Notes Issued 390
Training Programs &
participants

32 Programs (Trained
20,799 participants)

International cyber security
drills/exercises 05
Domestic Cyber security
drills/exercises 18
Awareness sessions 78 Sessions (covers

91,265 participants)



Cyber Security AuditsLandscape



PERSONAL
INTERACTION

SESSION

Documentation
Round

Empanelment - Assuring Quality Cyber Security Auditing

Objective – Quality Cybersecurity Audits

ORGANISATION
EMPANELLED

BACKGROUND
VERIFICATIONWhite-box & Source

code Audit Skill
Assessment Test

OFFLINE
Remote Audit Skill Test

Virtual Vulnerable
Networks Based

ONLINE



CERT-In Initiatives to Strengthen the Audit Ecosystem
1. With multi-stakeholder consultations, CERT-In has developed and issued the "Comprehensive Cyber Security

Audit Policy Guidelines“.

2. Developed and launched the Audit Monitoring, Benchmarking, Analysis and Kinetic Interventions (AMBAK) –

Blockchain based platform.

3. Continuous Performance Evaluation of Empanelled Auditing Organizations - Enable & Understand and Deter &

Punish Framework.

4. Development of advisory & guidelines based on the interaction with stakeholders and analysis of audit metadata

& audit reports.

5. National Annual Conference “CERT-In SAMVAAD” for empanelled auditing organisations.



CERT-In SAMVAAD Annual Conference 2026
 CERT-In has organized 3-day National Annual Conference “CERT-In SAMVAAD 2026” onthe theme ‘Securing Digital Bharat through Future Ready Audits: Adapting, Assuring,Advancing’ to Strengthen India’s Cybersecurity Audit Ecosystem.
 More than 200 paper submissions received of which 87 presentations selected.
 Focus Areas:

 AI driven cyber risks such as emerging frontier AI models with advancedcyber capabilities Emerging tools for automated audits Blockchain and Post Quantum Cryptography (PQC) SBOM, CBOM, QBOM, AIBOM and HBOM considerations AI driven red teaming methodologies Supply chain audits UAVs, Drone, Space and Satellites cybersecurity Innovative approaches to securing complex environments such as cloudsystems, APIs and Operational Technology

 Participants:
500 delegates, includingCybersecurity Auditors,Start-ups, ChiefInformation SecurityOfficers (CISOs) andRegulators



“Guidelines are
designed to align
with the phases of
the audit. By
following this
structured
approach, both
Auditee and
Auditing
Organizations can
easily navigate
through each
stage of the audit
process with a
clear
understanding of
the required
actions and
expectations.”

Comprehensive Cyber Security Audit Policy Guidelines
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Guidelines for Auditing Organizations (Key Points)

Maintaining UpdatedInformation with CERT-In

Specify the tools usedfor conducting auditsin report
Audit Team details inreport

Revalidation andFollow up Audits

Audit standards andMethodologies

Maker-CheckerConcept to ensureQuality
Handling of High-RiskVulnerabilities

Verification ofCompliance to CERT-In& Regulatory Guidelines

Quality Audit ReportsAudit Report Format Security Gap AnalysisReport

BackgroundVerification ofAuditors

Handling Audit relatedData

Accountability forAudit Lapses andAdverse Feedback

Continuous capacity
building of auditors
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Guidelines for Auditee Organizations (Key Points)

Audit Frequency Key Considerationsfor ComprehensiveAudit Scope

Audit of Criticaldatabases/applications

Non DisclosureAgreement

Use of SnapshotInformation ofauditing organisations

ManagementOversight in AuditPrograms

Ensuring IndependentAudit Assessments
Exceptions and RiskAcceptance of reportedvulnerabilities

Version Control andChange Managementof audited application

Adherence to SSDLCGuidelines of CERT-In

Comprehensive AssetInventory

Continuous InternalAudits/Assessments

Feedback on the Auditto CERT-In

Compliance withCERT-In & RegulatoryGuidelines

Secure Handling ofReport and Data
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Technical Guidelines on SBOM, QBOM, AIBOM and HBOM
 The guidelines address growing software

supply chain security risks from third‑party
and external components.

 Targeted at government, public sector,
essential services, and
software/hardware/AI solution providers.

 Promote integrating BOMs into
the procurement, development, and
operations lifecycle to enhance resilience
against cyber threats.
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Guidelines for Secure Application Design, Development,Implementation & Operations
 Security by Design – Integratesecurity from inception usingSecure SDLC frameworks.
 Secure Development – Applystrong authentication,encryption, coding bestpractices, and threat modelling.
 Audit & Testing
 Deployment & Ops – Ensuresecure configs, continuousmonitoring, timely patching, andsupply chain risk control.



15 Elemental Cyber Defense Controls for MSMEs
 The document outlines 15 Elemental

Controls of Cyber Defense along
with 45 security baseline
recommendations mapped to these
controls specifically designed to
guide MSMEs in strengthening their
cybersecurity posture.

 These controls serve as baseline
cybersecurity criteria.

 MSMEs can initiate their journey
toward a comprehensive
cybersecurity framework in a
structured and practical manner.



Security to Resilience



Towards Cyber Resilience
Cyber Security Cyber Resilience
Protect, Detect and Respond to Cyber Attacks Anticipate, Withstand, Recover and Adapt to changingThreat landscape

Focus: Defense Against cyber Attacks Focus: Continuity of Critical functions
Defense Scenario - Detect and Stop the Attack Assumed Breach Scenarios – Attackers are already inside
Cyber Defense are sufficient Cyber Defense may Fail
Orientation - Tools & Technology Orientation – Strategic and Tactical
Cyber Security + Continuity of Operations Resilience



Goals ofCyberResilience ANTICIPATE
WITHSTAND

RECOVER
EVOLVEAnticipate,prepare andprotect cyberinfrastructuresand systems

Withstand andLocalizecontainment ofcrisis

Dynamic &reliable recoveryof crisis impactedsystems

Evolve to improvecapabilities bymaking changes toexisting processes orworkflows

Building Cyber Resilience



Objective of Cyber Resilience



Thank You…
E-Mail ID: abhishek.solanki@gov.in



Cloud Security Requirements / Recommendations

 MeitY Empanelled Cloud Service Provider (CSP) with Data Localization Requirements

 Adoption of Regulatory & Security Standards

 Data Protection and Encryption Controls

 Shared Responsibility Model for cloud security

 Right to Audit

 Cloud Risk Assessment and Governance

 Incident Reporting and Response Mechanisms

 Monitoring, Logging, and Periodic Security Audits



DxFS 2026 · ICAI DAAB · Hyderabad · 22-23 May 2026

M V Reddy
SVP & Head – Jio Cloud
Jio Platforms Limited

• Cloud Infrastructure & Platform Engineering• Cybersecurity & Regulatory Compliance• Digital Assurance & Continuous Monitoring

Cloud, Cyber Risk& Control
Securing the Digital Enterprise
Regulatory Frameworks Driving Cybersecurity Audits
Industry Perspective – Moving Towards Continuous Assurance

Round Table Discussion | Cloud, Cyber Risk & Control – Securing the Digital Enterprise



P A R T 0 2Industry Perspective:Moving TowardsContinuous Assurance
From annual audit snapshots to always-on, real-time compliance posture
Continuous Controls Monitoring Compliance-as-Code AI-Powered GRC DevSecOps Real-Time Evidence

M V Reddy | DxFS 2026 | ICAI DAAB



AI-Led Cyber Attacks: The New Threat Paradigm AI Threat Landscape
AI has fundamentally shifted the attacker's advantage — speed, scale, and sophistication now outpace traditional defences

10,000+
AI-generatedphishing variants/day (2025)

60%
Faster breach executionwith AI-automated attacks

$4.88M
Average cost ofa data breach (IBM)

3 mins
Time to initial accessfor AI-assisted intrusion

AI Phishing & SocialEngineering
• Generative AI creates hyper-personalised spear-phishing at scale.

Polymorphic & Self-MutatingMalware
• AI-powered malware rewrites its owncode to evade signature-based.

Autonomous LateralMovement
• AI agents autonomously map internalnetworks, escalate privileges andexfiltrate data without human attacker

How Organisations Are Responding with AI
AI-PoweredSIEM:

Real-time anomaly detection usingbehavioural AI Zero TrustArchitecture: AI continuously validates everyaccess request contextually
DeceptionTechnology:

AI honeypots and decoy assets thatdetect autonomous reconnaissancebots before they reach real systems
Threat IntelligenceFusion:

AI correlates feeds across globalthreat databases to predict AI attackvectors 24–48 hours in advance
M V Reddy | SVP & Head – JioCloud, Jio Platforms Ltd. DxFS 2026 – ICAI DAAB | 11/26



Industry Signals: The Shift to Continuous Assurance Is Happening
Global standards, India regulation, and enterprise behaviour are all moving in the same direction — simultaneously

80%
of Fortune 500 companies deployedCCM tools by end of 2024

— Gartner

6 mths
FedRAMP 20x: from years to monthsfor cloud compliance authorisation

— GSA USA

35%
reduction in IS audit effortwhere continuous evidence isdeployed

— ISACA

$400B
AI cybersecurity market globallyby 2028 (CAGR 23%)

— MarketsandMarkets

Standard / Initiative What Changed Impact on Audit Profession
PCI DSS v4.0 (2024) Mandates continuous control monitoring — annual snapshot nolonger sufficient for card payment security Auditors must evaluate ongoing CCMevidence, not just point-in-time assessments
ISO 27001:2022 Added cloud-specific controls (A.5.23) and explicit requirementsfor continuous monitoring of information systems New audit scope covering cloud workloadsecurity continuously
CSA CCM v4.0 Cloud controls matrix updated with 197 controls mapped to 22industry standards simultaneously Single control framework satisfying multipleregulatory requirements
SEBI CSCRF (India 2024) Board-level cyber risk mandate + continuous monitoringrequirement for all market intermediaries IS auditors now report directly to board-levelgovernance committees
NIST CSF 2.0 (2024) Added 'Govern' function — making cyber risk governance a C-suite responsibility, not just IT Financial auditors must assess governanceposture, not just technical controls

Source: Gartner Security & Risk Management 2024 | ISACA State of Cybersecurity 2024 | MarketsandMarkets AI Cybersecurity Report 2025
M V Reddy | SVP & Head – JioCloud, Jio Platforms Ltd. DxFS 2026 – ICAI DAAB | 13/26



The Paradigm Shift:Point-in-Time vs. Always-On Assurance Continuous Assurance

Dimension TRADITIONAL AUDIT MODEL CONTINUOUS ASSURANCE MODEL

Audit Frequency x Annual or periodic v Real-time — always on

Evidence Type x Screenshots & documents v Machine-readable, live telemetry

Compliance State x Project-based preparation v Byproduct of daily operations

Audit Readiness x Scramble before audit window v Default state — permanent readiness

Control Validation x Point-in-time testing v Continuous Controls Monitoring (CCM)

GRC Ownership x Separate compliance team v Embedded in DevSecOps pipelines

Risk Visibility x Quarterly/annual reports v Live dashboards & automated alerts

"If your controls fail silently between audit windows, you are non-compliant and vulnerable — whether or not an auditor is watching." — CSA/GRC industry principle
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How Continuous Assurance Works in Practice Technical Architecture

1 Continuous Controls Monitoring (CCM)
• API-driven evidence collection replaces screenshots.Live configuration baselines detect drift the momentit occurs.
• Control failures mapped automatically to regulatoryrequirements.
• Risk scores updated continuously from threatintelligence feeds.

2 Compliance-as-Code (DevSecOps)
• Security controls embedded directly in CI/CDpipelines. Infrastructure-as-Code (IaC) templatescarry pre-validated control mappings.
• Policy-as-code engines validate every deploymentautomatically.
• Misconfigurations caught before production — not 6months later.

AI-Powered GRC Automation
• AI-assisted control validation with plain-languagefailure explanations for non-technical stakeholders.
• Automated security questionnaire responses forregulators and customers.
• Predictive risk scoring identifies emerging controlgaps before incidents occur.

4 Real-Time Compliance Dashboards
• Leadership sees live regulatory posture — notquarterly reports.
• Compliance gaps surface as operational alerts, notaudit findings.
• Trust centres enable real-time sharing of securityposture with regulators and customers. Audit-readystate becomes the default condition.
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The Compliance Automation Revolution Industry Direction

CSA CAR initiative — from point-in-time certifications to ongoing, real-time confidence in security posture
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Cloud Security Alliance – CAR
Common control libraries, machine-readable regulations andcontinuous audit processes for regulators to accept real-time evidence.

FedRAMP 20x (Global Benchmark)
27 submissions, 13 authorisations in first pilot. Traditional path: years.Automation: 6 months. RegScale completed SSP in ~3 weeks.

PCI DSS v4.0 Standard
Now demands evidence of continuous control performance — ongoingvulnerability and configuration management, not annual snapshots.

India GRC Skill GapCloud security, DevSecOps and GRC automation are critically under-resourced. Gen AI-powered cybersecurity programs will see a surge inIndia (DSCI).Source: DSCI India Market Report | CSA Compliance Automation Revolution 2025 | Carahsoft FedRAMP 20x Analysis
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What India's Leading Enterprises Are Already Doing
HDFC Bank
Deployed AI-powered SIEM with continuouscontrol monitoring across 100% cloud workloads— audit preparation time reduced by 60%

Infosys
Built compliance-as-code pipeline: every softwarerelease auto-validated against ISO 27001, PCI DSSand RBI controls before production deployment



C A S E S T U D Y
HDFC Bank — Building Continuous Cyber Assurance at India's Largest Private Bank
OrganisationHDFC Bank Ltd — India's largestprivate-sector bank

Scale94M+ customers · 8,700+branches · ₹25 lakh crore in assets(FY25)
RegulatorsRBI · SEBI · CERT-In · DPDPAct · IT Act 2000

THE PROBLEM
Exponential attack surface: 94M+ digitalcustomers, 8,700 branches, and rapidlyexpanding API ecosystem
Perimeter-based defences inadequateagainst AI-driven lateral movement andpolymorphic malware
Alert fatigue: traditional SIEM generatingthousands of low-context alerts daily
Manual compliance workflows creating auditblindspots
Board demanding real-time cyber riskvisibility— no live dashboard available

WHAT THEY BUILT
Next-Gen SOC: Purpose-built for predictiveincident management
AI/ML-enabled SIEM fed by 10,000+ loggingsources— unified real-time threat visibility
SOAR deployed to automate incident triage,containment and response
Network micro-segmentation across criticalbanking infrastructure
Agentic AI security bots — autonomousagents handling Tier-1 SOC tasks.

VALUE REALISED
10,000+ Logging sources feedingAI/ML SIEM

Near-Zero External internet-facing applicationvulnerabilities sustained

Predictive SOC operating in predictivemode

Automated Incident response via SOAR

AI-First Board-mandated AI-first securityroadmap underway with Agenticbots
"The journey toward effective cyber resilience starts with simplifying complexity — automation is no longer optional, it's inevitable."

— Sameer Ratolikar, Group Head & CISO, HDFC Bank (BankInfoSecurity, May 2025)
Source: HDFC Bank Integrated Annual Report FY22 (Digitisation chapter) | Finacle Banking Trends Report 2026 | BankInfoSecurity — AI Bots Take Over Cybersecurity at HDFC Bank, May 2025
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JioCloud:Engineering Compliance into Sovereign Cloud JioCloud in Practice

India's largest cloud platform — built for regulatory-aligned, sovereign digital infrastructure for regulated enterprises

1 Security Built Into thePlatform Layer
Security logging, access governance,network segmentation and encryption areplatform primitives — not optional add-ons
Every workload inherits a securitybaseline that is audit-ready by default

OpenStack + Ceph: 100PB+ capacityacross 5+ seismic zones in India

CERT-In-aligned incident detection and 6-hour reporting infrastructure

2 Shared Responsibility DoneRight
Crystal-clear, documented controlhandoffs — JioCloud vs. customerresponsibilities
Control mapping documentation alignedto CERT-In, DPDP, RBI and SEBIframeworks
Enterprise customers use JioCloud sharedevidence for their own regulatorysubmissions
ISO 27001 and SOC 2 certificationpostures reducing customer auditoverhead

3 Real-Time ComplianceVisibility
Integrated CSPM (Cloud Security PostureManagement) and continuousvulnerability assessment
Data residency guarantees for DPDPlocalisation and sector-specificrequirements

Compliance gaps surfaced as operationalalerts — not audit findings after the fact

JioCloud roadmap: live regulatorycompliance dashboard for enterprisecustomers
JioCloud + Microsoft Azure: World-class reliability, performance and compliance for BFSI, government and regulated industry — on Indian infrastructure.
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Challenges on the Road to Continuous Assurance People & Process

Skills Gap
• Cloud security, DevSecOps and GRCautomation are severely under-resourced in India.
• Demand for CERT-In empanelledauditors will rapidly outstrip supply.

Board-Level Literacy
• Continuous assurance generatesenormous security telemetry.
• Leadership must consume riskdashboards and make capitaldecisions from real-time posture data

Supply Chain &Third-Party Risk
• CERT-In 2025 explicitly requiresSBOM/HBOM/AI-BOM and vendorrisk accountability.
• Continuous assurance must extendbeyond the enterprise perimeter.

RegulatoryFragmentation
• CERT-In + DPDP + RBI + SEBI +Telecom = parallel compliancestreams with no bridging guidance.
• Industry needs a single control setsatisfying multiple regulators.

RegulatorReadiness
• Continuous assurance delivers fullvalue only when regulators acceptmachine-readable, continuousevidence submissions.

InvestmentJustification
• GRC automation must be framed inbusiness terms: accelerates dealcycles, reduces breach risk, lowersmanual overhead.
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The Road Ahead:AI-Driven GRC & India's Opportunity Future Outlook

India's Sovereign Assurance Opportunity
DPDP + CERT-In + sector rules = massive demand forcontinuous assurance infrastructure
Indian cloud providers deliver sovereign, regulatory-alignedCCM that global platforms cannot replicate with domesticregulatory intelligence
JioCloud positioned as compliance infrastructure — not justcompute — for India's regulated enterprises
5% of global cybersecurity market by 2028 expected fromIndia (DSCI projection)
Gen AI-powered cybersecurity programs, data privacy & cyberresilience investments surging
CAs mastering continuous assurance methodology become thetrusted cyber assurance providers of the next decade

AI + GRC: What's Coming Next
Agentic Compliance
AI agents autonomously collect evidence, test controls andgenerate audit artefacts without human prompting
AI-Powered Audit Scoring
CSA Valid-AI-ted: AI scoring rubric for cloud provider compliance
Machine-Readable Regulations
Regulatory NLP enables AI to auto-map new laws to existingcontrol frameworks
Predictive Risk Intelligence
AI predicts control failures using telemetry patterns beforeincidents
AI Governance Regulation
DPDP Act expected to expand into AI Governance

Source: SISA Infosec Cybersecurity Outlook | CSA Compliance Automation Revolution | DSCI India Market Projections | EY DPDP Rules 2025
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Key Takeaways
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Regulation is MovingFast
• CERT-In 2025, DPDP Act, RBI, SEBICSCRF and Telecom Rules represent astructural shift — not incrementalchange.
• The compliance gap is a board-levelfinancial risk today.

AI Has Changed theThreat
• AI-powered attacks — polymorphicmalware, deepfake fraud,autonomous lateral movement —outpace traditional defences.
• Security must now fight AI with AI.

Continuous Assuranceis Available Now
• The technology exists — CCM,compliance-as-code, AI-powered GRC.
• Early movers gain competitiveadvantage in trust, deal cycles, andregulatory relationships.

Cloud Providers areComplianceInfrastructure
• Sovereign, regulatory-aligned cloud isthe foundation of India's digitalenterprise security.
• Security must be engineered in, notlayered on. JioCloud is built on thisprinciple.

IS Auditors Must Leadthe Transition
• The professionals in this room are atthe intersection of governance,regulatory compliance and digitalassurance.
• The IS Auditor of 2030 is a ContinuousAssurance Practitioner.

India's SovereignOpportunity
• 5% of the global cybersecurity marketby 2028. Sovereign cloud + regulatoryalignment + CA expertise = a uniquelyIndian competitive advantage indigital trust.



Thank You
"The digital enterprise is only as secure as the platform beneath it,
the regulatory clarity above it, and the governance culture within it."

M V Reddy
Senior Vice President & Head – JioCloud, Jio Platforms Limited
DxFS 2026 · Digital Transformation Finance Summit · ICAI DAAB · 22–23 May 2026 · Novotel Hyderabad Convention Centre
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Technical professionals can configure systems. CAs bring accountability, governance and
financial discipline to technology
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